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This Lecture is NOT about

* Centralized algorithms
* Distributed heuristics

* Mobility-unrelated dynamic networks



This Lecture
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Two Domains



Passively Mobile Networks




Actively Mobile NtWOKs
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Outline

- Passively mobile networks

e Static Algorithms for Dynamic Networks

* Dynamic Network Models and Algorithms
- Actively mobile networks

* Agents vs. Robots



Three Approaches



Complexity-driven
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Model-driven
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Passively Mobile
Networks



Mobility-induceo
Dynamic Networks
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Mobility-induced
Dynamic Networks
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Static Algorithms for
Mobile Networks
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Separation between vehicles (m)

On the use of WiIMAX and Wi-Fi to provide in-vehicle connectivity and media distribution.
Lerotholi S. Mojela ; Marthinus J. Booysen, Industrial Technology (ICIT), 2013 IEEE International
Conference on


http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Lerotholi%20S.%20Mojela.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Marthinus%20J.%20Booysen.QT.&newsearch=true
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=6495638
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=6495638
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Separation between vehicles (m)

Fig. 4b shows a graph of the two vehicles traveling in
opposite directions at an average relative speed of 64 km/h
in an urban area. The average contact time recorded was 33s
and the average maximum communication range was found to
be 302 m with an average bandwidth of 13.7 Mbps per test
run taken over the period of established contact, average jitter
of 1.88 ms and an average of 51.7 MB data transferred per
contact period. The maximum peak bandwidth of 31.7 Mbps


http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Lerotholi%20S.%20Mojela.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Lerotholi%20S.%20Mojela.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Marthinus%20J.%20Booysen.QT.&newsearch=true
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=6495638
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=6495638
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Mobility vs. Global State
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Stateless Algorithms



Statelessness

HTTP

UDP TCP

IP

RIP | OSPF | BGP

Lower layers




Statelessness

OSPF | BGP

Lower layers




Statelessness

Lower layers




Stateless Routing

A routing algorithm is stateless if it is designed
such that devices store no information about

messages between transmissions. It is stateful
otherwise.
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Stateless Flooding
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Geometric Routing

 Each node is aware of its coordinates (and those of
its neighbors)

* The message contains the coordinates of the
destination

* Goal: deliver the message to the destination
without routing tables

Stojmenovic, Ivan (2002). "Position based routing in ad hoc networks". IEEE Communications
Magazine. 40 (7): 128-134.



Progress vs. Distance




Which Criterion?

MFR: most forwarding progress

CR: minimize angular criterion

Greedy: minimize distance to destination
NC: nearest closer

NFP: nearest with forwarding progress



Which Criterion??




Delivery Guarantee”



Planar Graph Routing

Bose, P.; Morin, P.; Stojmenovic, |.; Urrutia, J. (1999). "Routing with guaranteed delivery in ad hoc wireless networks". Proc. of
the 3rd international workshop on discrete algorithms and methods for mobile computing and communications (DIALM '99).
pp. 48-55.


https://en.wikipedia.org/wiki/Jit_Bose
https://en.wikipedia.org/wiki/Jorge_Urrutia_Galicia

-ace Routing
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Planar Graphs!




Greedy / Face / Greedy
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Self-stabilization 101




Example

% if U,, is even

SLatl if U, is odd




Example

Uy = a

Un+1:%ifUn is even

Up+1 = 222t if U, is odd
n 1 {2 (3 (4|56 |7 |89 (|10]11]I12
U, 11 {17126|13|120(10(5 |8 |4 |2 || |2
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Self-stabilization
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Self-stabilization




Distributed Systems

* Configuration: product of the local states of
system components

* Execution: interleaving of the local executions of
the system components



Distributed Systems

* Classical: Starting from a particular initial
configuration, the system immediately exhibits
correct behavior

* Self-stabilizing: Starting from any initial
configuration, the system eventually reaches a
configuration from which its behavior is correct



Distributed Systems

* Self-stabilizing: Starting from any initial
configuration, the system eventually reaches a
configuration from which its behavior is correct

* Defined by Dijkstrain 1974

* Advocated by Lamportin 1984 to address tault-
tolerant issues

¢ Stale states due to mobility can be recovered!



Configurations

int x = 0;

1f( x == ) |
// code assuming x equals O

J

else {
// code assuming x does not equal O

J



Configurations

OE=0




Configurations
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Hypotheses



Atomicity

* A «stabilizing» sequential program

int x = 0;
while( x == x ) {
X = 0;

// code assuming x equals 0



Atomicity

* A «stabilizing» sequential program

1const O
1store 1
goto '/
1const O
1store 1
\ 1load 1
1 load_1

1
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Communications
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Communications
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Communications




Example

* Shared memory: in one atomic step, read the state
of all neighbors and write own state

- Guarded command

Guard — Action

Predicat Executed if

the1 Guard is true




Example

true — Distance; == Min;ecNeighbors; { Distance; + 1}




Example

true — Distance; == Min;ecNeighbors; { Distance; + 1}




Example

true — Distance; == Min;ecNeighbors; { Distance; + 1}




Example
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true — Distance; == Min;ecNeighbors; { Distance; + 1}




Example

true — Distance; := Min e Neighbors; { Distance; + 1}
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true — Distance; := Min e Neighbors; { Distance; + 1}
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true — Distance; := Min e Neighbors; { Distance; + 1}
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true — Distance; := Min e Neighbors; { Distance; + 1}




Example

true — Distance; := Min e Neighbors; { Distance; + 1}




Example

true — Distance; := Min e Neighbors; { Distance; + 1}




Example

true — Distance; := Min e Neighbors; { Distance; + 1}




Example

true — Distance; := Min e Neighbors; { Distance; + 1}




Scheduling

 Scheduler (a.k.a. Daemon): the daemon chooses
among activatable processes those that will
execute their actions

* can be seen as an adversary whose role is to
prevent stabilization



Spatial Scheduling

true — color; := Min{A \ {color;|j € Neighbafr‘si}}

A={@000;




Spatial Scheduling
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Temporal Scheduling |

token — pass token to left neighbor with probability 5

token =@ no token = ()

r

O




Temporal Scheduling |

token — pass token to left neighbor with probability 5

token =@ no token = ()

r
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Temporal Scheduling
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A Map of Daemons
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Population Protocols



Population Protocols

Dana Angluin, James Aspnes, Zoé Diamadi, Michael J. Fischer, René Peralta:

Computation in networks of passively mobile finite-state sensors. Distributed
Computing 18(4): 235-253 (2006)


http://dblp.uni-trier.de/pers/hd/a/Aspnes:James
http://dblp.uni-trier.de/pers/hd/d/Diamadi:Zo=euml=
http://dblp.uni-trier.de/pers/hd/f/Fischer:Michael_J=
http://dblp.uni-trier.de/pers/hd/p/Peralta:Ren=eacute=
http://dblp.uni-trier.de/db/journals/dc/dc18.html#AngluinADFP06
http://dblp.uni-trier.de/db/journals/dc/dc18.html#AngluinADFP06

Population Protocols
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Population Protocols

- Definition

« A Population Protocol is a 6-tuple (X,Y,Q,1,0,T)
o X: Set of inputs

e Y: Set of outputs

Q: Set of states

 |: Input mapping function, X — Q

O: Output mapping function, Q — O

e T: Transition function, Q X Q — QX Q



Example T

® . 00






ORORON®

























Example 1b

o0

® C





















Example 2

* |Inputs: ‘ Q
* Outputs: @ @

-#‘<# Q?



Example 2

® O 09
OV -0 9
v 00
00 -0 9




~S o - ~S o -
N —_—— N —_——






cc @ @ O










@ O
@ O



















©° o@®c0C




~ - ~
~ - ~ -
~—_ - ~_
~ -
~ -
~—_ -




©° o@®c0C







©° o@®c0C




©° o@®c0C




Example 3

mputs: (0) (1) (2) ()
ouie(5) () () (0 @ OO

- Sum mod 4 ?
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Population Protocols
[N

New Models for
Population Protocols

Othon Michail
loannis Chatzigiannakis
Paul G. Spirakis

SYNTHESES LECTURES ON

DISTRIBUTED COMPUTING T HEORY

Moy Trnh S T e



Dynamic Graphs



Time-varying Graphs

* A time-varying graph (TVG) is a 5-tuple (V,E,T,p,I)
* V: set of nodes
* E: (labelled) set of edges
o T: lifetime, TCT
* p: presence function, Ex T — {0,1}

* |: latency function, ExT— T



Time-varying Graphs

* A time-varying graph (TVG) is a 5-tuple (V,.E,T,p’,I’)
* V: set of nodes
* E: (labelled) set of edges
o T: lifetime, TCT
* p’: node presence function, VxT — {0,1}

* I': node latency function, V. XT — T



Time-varying Graphs

tin [2,5]
latency = 3




Evolving Grapbs
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== Evolving Graphs

[2,5) [2,5)



=« Evolving Graphs
O
OO




== Evolving Graphs

[2,5) [2.5)

O




== Evolving Graphs

[2,5) [2.5)

OO




Evo\vmg Graphs
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Evo\vmg Graphs

@@HA&

ONO

15



Evo\vmg Graphs
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Journeys from C to A
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Shortest Journey
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Condition for Broadcast?
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Condition for Broadcast?
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Condition for Broadcast?

@ . 00
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There exists a node (C) from which a journey reaches
every other node




Condition for Election?
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Condition for Election?
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Condition for Election?

0 0 C

AR

There exists a node (C) such that there exists a journey
from every other node to it




Condition for
Global Calculus?
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Condition for
Global Calculus?
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Condition for
Global Calculus?

There exists a node (Center) such that there exists a
journey from every other node to it and back
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Connectivity Classes

* There exists a node r from which a journey
reaches every other node 1 ~

e [he
jour
e [he
jour

e ex
ney f
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sts a node r sL
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rnodeto it x ~ 1
ch that there exists a

" node to to and black
N

Arnaud Casteigts, Paola Flocchini, Walter Quattrociocchi, Nicola Santoro:
Time-varying graphs and dynamic networks. IJPEDS 27(5): 387-408 (2012)



More Classes

* There exists a journey between any two nodes * ~» %

* There exists a roundtrip journey between any two
nodes 7 x

* [There exists a journey between any two nodes
infinitely often LR
* Every edge appears infinitely often . R .

Arnaud Casteigts, Paola Flocchini, Walter Quattrociocchi, Nicola Santoro:
Time-varying graphs and dynamic networks. IJPEDS 27(5): 387-408 (2012)



More Classes

* Every edge appears infinitely often, and there is an
upper bound between between two occurrences 3
® — O

* Every edge appears infinitely often with some

period p P

Arnaud Casteigts, Paola Flocchini, Walter Quattrociocchi, Nicola Santoro:
Time-varying graphs and dynamic networks. IJPEDS 27(5): 387-408 (2012)



More Classes

* At any time, the graph is connected
* Every spanning subgraph lasts at least T time units

* Every edge appears infinitely often, and the

underlying graph is a cligue R
>|< _

X

Arnaud Casteigts, Paola Flocchini, Walter Quattrociocchi, Nicola Santoro:
Time-varying graphs and dynamic networks. IJPEDS 27(5): 387-408 (2012)
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A Classification
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A Classification

Anytime Elect

Shortest Foremost Anyone & Compute &
Broadcast Broadcast Broadcast Broadcast Broadcast
B R R
°o— o ¢—e k A K
Fastest Population Elect Elect Elect
Broadcast Protocols Anyone & Anyone Someone
Broadcast

Arnaud Casteigts, Paola Flocchini, Bernard Mans, Nicola Santoro: Shortest, Fastest,

and Foremost Broadcast in Dynamic Networks. Int. J. Found. Comput. Sci. 26(4):
499-522 (2015)



Reliable communication despite
Byzantine failures in dynamic networks

Alexandre Maurer, Sébastien Tixeuil, Xavier Défago: Communicating Reliably in
Multihop Dynamic Networks Despite Byzantine Failures. SRDS 2015: 238-245



Context

Information broadcast in multi hop networks
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INnformation Broadcast
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INnformation Broadcast




Objective

* Broadcast algorithms resilient to Byzantine
Failures

* No false message ever accepted

* Correct messages always received



| ocal Vote

o,
&



Vote on Multiple Paths




Condition for reliable
communication in static networks

* kK = number of Byzantine nodes

* Condition: 2k+1 node-disjoint paths between the
source and the destination



Enter Dynamic Networks




Menger's Ineorem




Menger's Ineorem
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Menger's Ineorem
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Condition in
Dynamic Networks

 kK=number of Byzantine nodes

e Condition: 2k+1 nodes must be removed to cut all
dynamic paths



Necessary Condition

\

@

\ /’

I
QI




Sufficient Condition

* Send the message through all journeys
* Register the journeys

* When a set of journeys that cannot be cut by 2k
nodes Is collected, accept the message



Why not Cryptography?
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Trusted third party




Trusted keys

gemalto




Trusted Software




Condition in Dynamic
Networks with Cryptography

* kK = number of Byzantine nodes

e Condition: k+1 nodes must be removed to cut all
journeys



Necessary Condition with
Cryptography




Sufficient Condition with
Cryptography

* Send the message through all journeys

* When a cryptographically acceptable message
arrives, accept it



Case Studies

* Participants in a conference

* Agents in the subway



100

Participants Interacting in a
Conference

Percent of pairs communicating within 10 minutes

8 9 10 11 12 13 14

Hour of beginning of the communication

| KEYNOTES BREAK SESSIONS LUNCH
Jnreliable multihop communication
Reliable multi hop communication
Direct communication




Participants Interacting in a
Conference

00 Percent of pairs communicating within 10 minutes

Bl Cryplographic

8or B Non-cryptographicl]

60 B Direct
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Paris Subway Users
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Conclusion

* Classical node-disjoint paths cannot be used as
« If and only if » condition

* Falling back to (dynamic) Min-cut works



- VvS. IFF

100 Percent of pairs communicating within 10 minutes

B Min-cut communication
@ Node disjoint communication

60} B Direct communication
40}
20+
08 9 10 11 12 13 14 15 16

Hour of beainninag of the cammunicaticn

B \Vin-cut multihop communication
B Node-disjoint multihop communication
B Direct communication
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Problems to Solve

* Exploration (perpetual or with stop)
- Mapping

- Rendez-vous

- Black hole search

- Capturing an intruder



Moaels

Network (anonymous vs. |ID based)

Agents (anonymous vs. ID based)

- Synchrony

Initial (structural) knowledge
Communications (none, peebles, whiteboards)

Agent memory (infinite, bounded, constant)



Mapping




Mapping




Rendez-vous

Two (or more) mobile agents must meet in a
graph

They start on distinct locations
Computability”’

Complexity”



Rendez-vous in ID Graphs




DFS to fina
Smallest |ID Node




Rendez-vous In A




Rendez-vous In
Anonymous Graphs




Rendez-vous In
Anonymous Graphs




Anonymous Graphs
with Known ID (1,2) Agents




Anonymous Graphs
with Known ID (1,2) Agents




Anonymous Graphs
with Known N, ID Agents




Anonymous Graphs
with Known N, ID Agents




Anonymous Graphs
with Known N, ID Agents




Black Hole Search




Black Hole Search




Black Hole Search

A single black hole in the graph
The black hole does not disconnect the graph
|dentify each adjacent edge

Minimize #agents, #moves



Synchronous Agents




Synchronous Agents




ASYyNCNronous
Black Hole Search




ASYyNCNronous
Black Hole Search

"3‘ 193

O—0O ©




ASYyNCNronous

Black Hole Search

e’




ASYyNCNronous
Black Hole Search




Mobile Agents
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“The Mobile Agent
Rendezvous Problem

in the Ring

Evangelos Kranakis
Danny Krizanc
Furipides Markou
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Mobile Robots









Mobile Robots




Mobile Robots

Autonomous (no central control)
Homogeneous (run same algorithm)
Identical (indistinguishable)

Silent (no explicit communication)



Robot Life Cycle

Use sensors to observe the world,

get a snapshot
? Compute ’




Robot Life Cycle

-Xecute the algorithm,
get a destination point




Robot Life Cycle

Use motors to move toward
the destination point

Compute




Robot Life Cycle

remain idle for a while




Visibility




Visibility



Visibility




Limited Visibility

y




Visibility

O—



Multiplicity Detection

How many robots do you see?
 NoO detection

 Weak multiplicity de‘t\eiti'on

» Strong multiplicity detection

>



Multiplicity



Multiplicity




Viemory

Algorithm

Persistent Memory

Volatile Memory



Oblivious Robot Memory

Algorithm

Volatile Memory




Oblivious Robot Life Cycle

remain idle for a while,
forget about the past




VMemory



Scheduling
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Scheduling
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Scheduling
[
1 \frz <

(y Look—Compute—~Move
ASYNC

1 2 3 4 5 6




Scheduling



Two Axes
Direction and Orientation
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Two AXxes
Direction
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Scattering



Scattering

No two robots should occupy the same position

e No deterministic solution

|-

 No termination without multiplicity detection



Scattering

1 toSsS

O(log(n)loglog(n)) rounds

Yoann Dieudonné and Franck Petit. Scatter of robots. Parallel Processing Letters 19.01 (2009): 175-184.



Scattering

n robots: 2n? destinations

O(1) rounds

Julien Clément, Xavier Défago, Maria Potop-Butucaru, et al. The cost of probabilistic agreement in oblivious
robot networks. Information Processing Letters, 2010, vol. 110, no 11, p. 431-438.



How Many Tosses”?

Minimum??

Influence of multiplicity detection”

Relationship with scattering speed?



Optimal Speed

With strong multiplicity detection:

Algorithm with optimal #tosses terminates in O(1) rounds

Without strong multiplicity detection:

®
. :" o
®& — ® — @ ‘:“‘
oo * oo ®
n robots finite max #destinations Is
#destinations independent of n

O(1) rounds scattering of n robots is impossible

How fast can we go?



Gathering



Gathering



Gathering



Gathering

Impossible for two robots

L (n/2)
(n/2) <_I

A bivalent configuration



Gathering vs. Convergence

* Gathering: robot must reach the same point in
finite time

* Convergence: robots must get closer at time goes
9Y



Center of Gravity
it = L3l
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Center of Gravity
it = L3l
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Center of Gravity
it = L3l

1=1
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Center of Gravity
of Positions

clt] = Zp




FSYNC Gathering
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FSYNC Gathering
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SSYNC Gathering?
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Convergence & Gathering

n-Gathering n-Gathering
+MD +MD+WF

Convergence 2-Gathering n-Gathering




Convergence & Gathering

n-Gathering n-Gathering
+MD +MD+WF

Convergence 2-Gathering n-Gathering

Reuven Cohen and David Peleg. Convergence Properties of the Gravitational
Algorithm in Asynchronous Robot Systems. SIAM J. Comput. 34(6): 1516-1528 (2005)



Convergence & Gathering

n-Gathering n-Gathering
+MD +MD+WF

Convergence 2-Gathering n-Gathering

Ichiro Suzuki, Masatumi Yamashita: Distributed Anonymous Mobile Robots: Formation
of Geometric Patterns. SIAM J. Comput. 28(4): 1347-1363 (1999)



Convergence & Gathering

n-Gathering n-Gathering
+MD +MD+WF

Convergence 2-Gathering n-Gathering

Guiseppe Prencipe. Impossibility of gathering by a set of autonomous mobile robots.
Theor. Comput. Sci. 384(2-3): 222-231 (2007)



Convergence & Gathering

n-Gathering n-Gathering
+MD +MD+WF

Convergence 2-Gathering n-Gathering

Thibaut Balabonski, Amélie Delga, Lionel Rieg, Sébastien Tixeuil, Xavier Urbain:
Synchronous Gathering Without Multiplicity Detection: A Certified Algorithm. SSS
2016: 7-19



Convergence & Gathering

n-Gathering n-Gathering
+MD +MD+WF

Convergence 2-Gathering n-Gathering

Mark Cieliebak, Paola Flocchini, Giuseppe Prencipe, Nicola Santoro. Distributed
Computing by Mobile Robots: Gathering. SIAM J. Comput. 41(4): 829-879 (2012)



Convergence & Gathering

n-Gathering n-Gathering
+MD +MD+WF

Convergence 2-Gathering n-Gathering

Quentin Bramas, Sébastien Tixeuil. Wait-Free Gathering Without Chirality. SIROCCO
2015: 313-327



Vobile Robots
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Distributed Computing by
Oblivious Mobile Robots

Paola Flocchini
Giuseppe Prencipe
Nicola Santoro

SYNTHESES LECTURES ON

DisTrRinuUTID COMMITING THEORY
Noer Lt Sos - :



Conclusion



MoDbility as an Adversary

Can corrupt the distributed state of a network
Can reduces communication capacity
Can increase uncertainty

Can increase protocol complexity



MoDbllity as a Friena

* Mobility can be the solution to the problem
* Mobility can improve efticiency

* Mobility can promote simplicity



Mobile Networks
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Thank You



